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How to use these notes

Each section starts with the concept in paragraph form, followed by lists for quick revision, tables for

comparisons, and diagrams wherever a picture explains better than words. Revise the boxed key points

and the tables just before exams. The MCQs and long-answer questions at the end follow the pattern of

university examinations.
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Chapter 3: Process Management

A modern computer runs many activities at the same time: a web browser downloads afile, amusic player
plays a song, an antivirus scans the disk and the operating system itself performs housekeeping. The
operating system must give each of these activities afair share of the CPU, memory and /O devices, protect
them from each other, and let them cooperate when required. Process management is the part of the
operating system responsible for al of this.

The major responsibilities of the OS in process management are:

* Creating and deleting user and system processes.

*  Scheduling processes and threads on the CPU(s).

*  Suspending and resuming processes.

*  Providing mechanismsfor process synchronization.

*  Providing mechanismsfor inter -process communication (IPC).
* Handling deadlocks (studied in the next chapter).

3.1 Processes: Concept, States, Process Control Block

3.1.1 Process Concept

A program is a passive entity: an executable file stored on disk containing a list of instructions. A process
is a program in execution: an active entity with a program counter specifying the next instruction to
execute, a set of associated resources, and its own memory. When an executable file is loaded into memory
(by double-clicking it or typing its name on the command line) it becomes a process. One program can give
rise to several processes: if three users run the same text editor, there is one program but three distinct
processes.

Basis Program Process

Nature Passive entity (file on disk) Active entity (running instance)

Lifetime Exists until deleted from disk Exists only from creation to termination

Resources Needs no CPU or memory while stored Needs CPU, memory, files, I/O devices

Components Only code (and static data) Code, data, stack, heap, registers, program
counter

Count One program file Many processes can come from one program

Table 3.1: Program versus process

Structure of a process in memory
The memory image of a processis divided into four sections:

* Text section: the executable code. Itssize isfixed at compile time.
+ Datasection: global and static variables. Also fixed in size.

*  Heap: memory that is dynamically allocated at run time (for example by malloc() or new). It grows
upward.

*  Stack: temporary data when functions are called: function parameters, return addresses and local
variables. It grows downward, towards the heap.
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max address

Stack local variables, parameters,
return addresses

free space
Heap dynamically allocated memory
Data global and static variables
Text (Code) executable instructions
address 0

Fig. 3.1: Layout of a process in memory

3.1.2 Process States

As aprocess executes, it changes state. The state of a processis defined in part by its current activity. Every
process can be in exactly one of the following states at any instant:

State Meaning

New The process is being created. The OS has accepted the program but has not yet
admitted it to the pool of executable processes.

Ready The processisloaded in main memory and has everything it needs except the CPU.
It waits in the ready queue to be assigned to a processor.

Running The CPU is executing the instructions of the process. On a single-core CPU only one
process can bein this state at any instant.

Waiting (Blocked) The process cannot continue until some event occurs, such as completion of an 1/0
operation or receipt of asignal.

Terminated The process has finished execution (or was killed). The OSisreclaiming its
resources.

Table 3.2: Process states
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1/0 or event completion
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interrupt
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exit
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(Blocked)

Fig. 3.2: Process state transition diagram

The transitions shown in the diagram are explained below:

1/0 or event wait

Terminated

* New to Ready (admitted): the long-term scheduler admits the process into the ready queue.

* Ready to Running (scheduler dispatch): the short-term scheduler selects the process and the

dispatcher givesit the CPU.

* Running to Ready (interrupt): the time slice expires or a higher-priority process arrives, so the

running process is preempted.
* Runningto Waiting (I/0 or event wait): the process requests I/O or waits for an event.

* Waitingto Ready (1/O or event completion): the awaited event occurs. Note that the process goesto

ready, never directly to running.

* Runningto Terminated (exit): the process executesits last statement or calls exit().

Key point

Only one process per CPU core can be running at an instant, but many processes can be ready or waiting.
A process never moves directly from waiting to running.

3.1.3 Process Control Block (PCB)

Each process is represented in the operating system by a Process Control Block, also called atask control
block. The PCB is adata structure that stores all the information the OS needs to manage the process. When
the CPU switches from one process to another, the PCB of the outgoing process stores its state so that it can
be restarted later exactly where it stopped. In Linux the PCB isimplemented as the structure task_struct.
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pointer to PCB Process state

Process number (PID)

Program counter

CPU registers

Memory-management information

CPU-scheduling information (priority, queue pointers)

Accounting information

I/O status information (open files, devices)

Fig. 3.3: Process Control Block (PCB)

PCB field Purpose

Process state Current state: new, ready, running, waiting, terminated.

Process number (PID) Unique identifier of the process.

Program counter Address of the next instruction to be executed for this process.

CPU registers Accumulators, index registers, stack pointers and general-purpose registers.
They must be saved on an interrupt so that the process can continue correctly
afterwards.

Memory-management Base and limit registers, page tables or segment tables.

information

CPU-scheduling information Process priority, pointers to scheduling queues and other scheduling
parameters.

Accounting information CPU time used, real time elapsed, time limits, account numbers, job
numbers.

1/0O status information List of 1/0 devices allocated to the process, list of open files.

Table 3.3: Fields of the PCB

Important: the PCB does not hold the program’s source code or its data. It holds only the bookkeeping
information that the kernel needs to identify, schedule and control the process. The PCBs of all processes
together form the processtable.
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3.2 Process Scheduling: Queues, Schedulers, Context Switch

The objective of multiprogramming isto have some process running at all times so that CPU utilization is
maximized. The objective of time sharing is to switch the CPU among processes so frequently that users
can interact with each program while it runs. To meet these objectives, the process scheduler selects an
available process for execution on the CPU. A single-processor system never has more than one running
process; extra processes must wait until the CPU is free and can be rescheduled.

3.2.1 Scheduling Queues

As processes enter the system they are placed in queues. Each queue is generally implemented as a linked
list of PCBs, with a header that points to the first and last PCB in the list. Each PCB also contains a pointer
to the next PCB in the same queue.

Queue Contents

Job queue All processes in the system (those that have entered but are not yet in main memory
are a'so kept here on batch systems).

Ready queue All processes residing in main memory that are ready and waiting to execute on the
CPU. It isgeneraly stored as alinked list.

Device (1/0) queues Processes waiting for a particular 1/O device. Each device has its own queue, for
example adisk queue or a printer queue.

Table 3.4: Types of scheduling queues

1/0 completed - process returns to ready queue

Ready pcB7 |+ Pce2 CPU I/O queue 1/0 device
queue
preempted - back to ready queue Time slice
expired

Other events (fork a child, wait for an interrupt) also move the process
out of the CPU; it re-enters the ready queue when the event completes.

Fig. 3.4: Queueing diagram of process scheduling

A new process is initially put in the ready queue, where it waits until it is selected for execution
(dispatched). Once the process is alocated the CPU, one of severa events may occur:

* Theprocessissuesan I/O request and is placed in an I/O (device) queue.

*  The process creates a new child process and waits for its termination.

* Theprocessisremoved forcibly from the CPU as aresult of an interrupt (for example, expiry of its
time dlice) and is put back in the ready queue.
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*  Theprocesswaitsfor an interrupt or event.

In the first two cases the process eventually switches from the waiting state to the ready state and is put back
in the ready queue. A process continues this cycle until it terminates, at which time it is removed from all
gueues and its PCB and resources are deall ocated.

3.2.2 Schedulers

A scheduler is asystem program that selects processes from queues in some order. In a batch system more
processes are submitted than can be executed immediately, so they are spooled to disk. The OS uses three
kinds of schedulers.

Basis Long-term scheduler (job | Short-term scheduler Medium-term scheduler
scheduler) (CPU scheduler)

Function Selects processes from the Selects one process from the | Swaps processes out of
job pool on disk and loads ready queue and allocatesthe | memory and later back in
them into memory (ready CPU toiit. (swapping).
queue).

Frequency Invoked rarely (seconds or Invoked very frequently Invoked occasionally, when
minutes). (every few milliseconds). memory is short.

Speed Slow Very fast Medium

Controls Degree of multiprogramming | Which process runs next. Reduces the degree of
(number of processesin multiprogramming.
memory).

In Often absent or minimal. Present and essential. Present; used for swapping.

time-sharing

systems

Processstate | New to Ready Ready to Running Swapped out to Ready (and

change reverse)

Table 3.5: Comparison of schedulers

The long-term scheduler should select a good mix of processes:

* 1/0O-bound process: spends more time doing /O than computations; has many short CPU bursts.
* CPU-bound process. spends more time doing computations; has few very long CPU bursts.

» If al processes are 1/0-bound the ready queue is almost always empty and the CPU is under-used. If all
are CPU-bound the I/O devices areidle. A balanced mix gives the best performance.

The medium-term scheduler isused by time-sharing systems. Its key ideaisthat it can be advantageousto
remove a process from memory (and from active contention for the CPU) and thus reduce the degree of
multiprogramming. Later the process is reintroduced into memory and its execution is continued where it
left off. This schemeis called swapping.

Dispatcher. The dispatcher is the module that gives control of the CPU to the process selected by the
short-term scheduler. Its functions are switching context, switching to user mode, and jumping to the proper
location in the user program to restart it. The time the dispatcher takes to stop one process and start another
is called dispatch latency, and it should be as small as possible.
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3.2.3 Context Switch

Interrupts cause the operating system to change a CPU from its current task and to run a kernel routine.
When an interrupt occurs, the system needs to save the current context of the running process so that it can
restore that context when its processing is done. The context is represented in the PCB of the process and
includes the value of the CPU registers, the process state and memory-management information.

Switching the CPU from one process to another requires performing a state save of the current process and
astaterestore of adifferent process. Thistask is known as a context switch.

Process PO Operating System Process P1

interrupt / system call

PO executing

save state of PO
into PCBO

v

§
®

I

|

I

reload state of P1 '
from PCB1 i
I

I

I

I

I

=
)

dispatch P1

P1 executing
1
1
1

(later the same steps are repeated i reverse: save PCBL, reload PCBO) |

Fig. 3.5: Context switch from process PO to process P1

Steps in a context switch:

1 Aninterrupt or system call causes the running process PO to stop.

The kernel saves the program counter, registers and other state of PO into PCBO.
The scheduler selects the next process P1 from the ready queue.

The kernel loads the saved state of P1 from PCB1 into the CPU registers.
Control passes to P1, which resumes from the point where it was last interrupted.

ga b~ W N

Context-switch time is pure overhead

The system does no useful work while switching. Switch time depends on hardware support: memory
speed, the number of registers to be copied and the existence of specia instructions (such as a single
instruction to load or store all registers). Typical switch times are a few microseconds. Some processors
provide multiple register sets so that a context switch only changes the pointer to the current register set.
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3.3 Operations on Processes: Creation and Termination

3.3.1 Process Creation

A process may create several new processes during its execution through a create-process system call. The
creating process is called the parent and the new processes are the children. Each of these new processes
may in turn create other processes, forming a tree of processes. Processes are identified by a unique
processidentifier (pid), usualy an integer.

systemd (init)

cron
PID 1010

PID=1
login sshd
PID 812 PID 930
bash bash
PID 1450 PID 2210

When a parent creates a child, the following design choices exist:

Fig. 3.6: A tree of processes on a typical UNIX/Linux system

parent to child arrows
(created using fork)

Aspect

Possible options

Resource sharing

Parent and child share all resources; or child shares a subset of the parent's
resources; or parent and child share no resources.

Execution Parent and children execute concurrently; or parent waits until some or al children
terminate.
Address space Child isaduplicate of the parent (same program and data); or child has a new

program loaded into it.

Table 3.6: Design choices at process creation

Process creation in UNIX

» fork(): creates anew process. The child is a copy of the parent's address space. Both continue
execution from the instruction after fork(). The return value of fork() is0 in the child, the child's pid
in the parent, and -1 if creation failed.

* exec() family: used after fork by one of the two processes to replace its memory space with a new

program. The call does not return unless an error occurs.

* wait(): used by the parent to move itself out of the ready queue until the child terminates.
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#i ncl ude <stdio. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/wait.h>
#i ncl ude <uni std. h>

int nmain()
{
pid_t pid;
pid = fork(); /* create a child process */
if (pid<0) { /* error occurred */
fprintf(stderr, "Fork Failed");
return 1,
}
else if (pid == 0) { /* child process */
execl p("/bin/ls", "lIs", NULL); /* load a new program */
}
el se { /* parent process */
wai t (NULL) ; /* wait for child to finish */

printf("Child Conplete");
}

return O;

}

Process creation in Windows uses the CreateProcess() function. It behaves like fork() followed by exec()
inasinglecall, but it requires the name of the program to load and takes ten parameters.

3.3.2 Process Termination

A process terminates when it finishes executing its final statement and asks the operating system to delete it
using the exit() system call. The process may return a status value (usually an integer) to its parent through
wait(). All the resources of the process, including physical and virtual memory, open files and 1/0 buffers,
are deallocated by the operating system.

A process can aso terminate another process through a system call such as TerminateProcess() in

Windows or kill() in UNIX. Usualy only the parent of the process can do this. A parent may terminate its

child for these reasons:

*  Thechild has exceeded its allocated resour ces.

* Thetask assigned to the child isno longer required.

* Theparent isexiting and the operating system does not allow a child to continue without its parent.
Thisis called cascading ter mination.

*  Thechild has encountered afatal error (illegal instruction, divide by zero, memory violation) or was
killed by a user or another process.
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Zombie and orphan processes

Basis Zombie process Orphan process

Definition A child that has terminated but whose parent | A child whose parent has terminated without
has not yet called wait(). Its PCB entry still waiting for it; the child is still running.
remains in the process table.

State Terminated (but not yet reaped). Running or ready.

Resources Holds only a process-table entry (pid and exit | Holds all normal resources.
status).

Handling Removed when the parent calls wait(). If the | Adopted by the init/systemd process, which
parent never does, it stays aslong asthe periodically calls wait() on them.
parent lives.

Table 3.7: Zombie versus orphan processes

3.4 Inter-Process Communication, Synchronization and
Semaphores

3.4.1 Inter-Process Communication (IPC)

Processes executing concurrently in the operating system may be either independent or cooperating. An
independent process cannot affect or be affected by other processes. A cooperating process can affect or
be affected by others and therefore needs a mechanism to exchange data and information. Reasons for
providing an environment that allows process cooperation are:

* Information sharing: several users may be interested in the same piece of information (a shared file).
*  Computation speedup: atask is broken into subtasks that run in parallel on multiple cores.

* Modularity: the system is built in a modular fashion, dividing functionsinto separate processes.

« Convenience: auser may work on many tasks at the same time (editing, printing, compiling).

There are two fundamental 1PC models: shared memory and message passing.

(a) Shared memory (b) Message passing
Process A Process B Process A Process B
send(m) receive(m)
Shared memory region

________________________________ mo|ml|m2]..
user space 0] | [ ... (queue)

sets up region only once;
later access needs no kernel call

Kernel Kernel

Fig. 3.7: Communication models: (a) shared memory, (b) message passing
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Basis

Shared memory

Message passing

Mechanism

A region of memory is shared; processes
read and write datain it.

Processes exchange messages using send()
and receive() operations.

Kernel involvement

Only to set up the region; later accessis
done at memory speed.

Kernel isinvolved in every send and
receive (system cals).

Speed

Faster

Slower (kernel intervention)

Synchronization

Programmer must ensure that processes do
not write at the same time.

Handled implicitly by the send/receive
operations.

Suitable for

Large amounts of data on the same
machine.

Small amounts of data; distributed systems;
easier to implement.

Table 3.8: Shared memory versus message passing

Shared-memory systems: the producer-consumer problem

A producer process produces information that is consumed by a consumer process (for example a
compiler produces assembly code that an assembler consumes). To let them run concurrently, a buffer of
items is placed in shared memory. The unbounded buffer has no limit on size; the bounded buffer
assumes a fixed size, so the producer must wait if the buffer is full and the consumer must wait if it is
empty. The code below uses a circular array with two pointers, in (next free position) and out (first full

position). It can hold at most BUFFER_SIZE - 1 items.

int in=0,

/* Producer */
while (true) {

in=(in + 1)

/* produce an itemin next_produced */
while (((in + 1)

; /* buffer full:
buffer[in] = next_produced;
% BUFFER_SI ZE;

#defi ne BUFFER_SI ZE 10
i tem buf f er [ BUFFER_SI ZE] ;
out = 0;

/* Consumer */
while (true) {
while (in

/*

% BUFFER_SI ZE) out)
do nothing */
out = (out

== out)
buffer enpty: do nothing */

next _consuned = buffer[out];

+ 1) % BUFFER S| ZE;

/* consume the itemin next_consunmed */

Message-passing systems

Message passing is useful for exchanging smaller amounts of data and is easier to implement for
inter-computer communication. It provides at least two operations. send(message) and r eceive(message).
If processes P and Q want to communicate, a communication link must exist between them. The link can

be classified on three design issues.
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Issue

Variants

Description

Naming

Direct communication

Processes name each other explicitly: send(P, message),
receive(Q, message). A link is associated with exactly two
processes.

Indirect communication

M essages are sent to and received from mailboxes (ports).
Processes can communicate only if they share a mailbox; a
link may involve many processes.

Synchronization

Blocking (synchronous)

Blocking send: sender is blocked until the message is
received. Blocking receive: receiver blocks until amessageis
available.

Non-blocking Sender sends and continues. Receiver gets either avalid
(asynchronous) message or null.
Buffering Zero capacity No messages can wait in the link; the sender must block until
the receiver receives (rendezvous).
Bounded capacity Queue of finite length n; the sender blocksiif the queueisfull.
Unbounded capacity Infinite queue; the sender never blocks.

Table 3.9: Design issues of message passing

Common IPC mechanisms implemented by operating systems include pipes (ordinary pipes between
parent-child, named pipes/FIFOs between unrelated processes), message queues, shared memory
segments, signals, sockets (communication over a network) and remote procedure calls (RPC).

3.4.2 Process Synchronization

Concurrent access to shared data may result in data inconsistency. Maintaining data consistency requires
mechanisms to ensure the orderly execution of cooperating processes. A situation where several processes
access and manipulate the same data concurrently and the outcome depends on the particular order in
which the accesses take placeis called arace condition.

Example of a race condition

Let counter be a shared variable with value 5. The producer executes counter++ and the consumer executes
counter--. Each statement is compiled into three machine instructions: load into a register, modify the
register, store back. If the instructions interleave as follows, the final value is 4 although the correct valueis
5:

Time Process Action Result

T0 Producer registerl = counter registerl =5

T1 Producer registerl = registerl + 1 registerl = 6

T2 Consumer register2 = counter register2=5

T3 Consumer register2 = register2 - 1 register2 =4

T4 Producer counter = registerl counter = 6

T5 Consumer counter = register2 counter = 4 (wrong)

Table 3.10: Interleaving that causes a race condition

www.polynoteshub.co.in Page 14


https://www.polynoteshub.co.in

The critical-section problem

Consider a system of n processes. Each process has a segment of code called its critical section, in which it
may change common variables, update atable or write afile. The important feature is that when one process
is executing in its critical section, no other process is alowed to execute in its critical section. The general
structure of aprocessis:

do {
[ entry section ] /* request permission to enter */
critical section
[ exit section ] /* announce that CS is finished */

remai nder section
} while (true);

A solution to the critical-section problem must satisfy three requirements:

Requirement Meaning

1. Mutua exclusion If process Pi is executing in itscritical section, then no other process can be
executing in itscritical section.

2. Progress If no processisinitscritical section and some processes wish to enter, only those not
in their remainder sections can take part in deciding who enters next, and this
decision cannot be postponed indefinitely.

3. Bounded waiting Thereisalimit on the number of times other processes are alowed to enter their
critical sections after a process has made a request and before that request is granted.
This prevents starvation.

Table 3.11: Requirements for a critical-section solution

Peterson's solution

Peterson's solution is a classic softwar e-based solution for two processes PO and P1 (i denotes the current
process and j the other one). The processes share two variables: int turn, which indicates whose turn it isto
enter, and boolean flag[ 2], which indicates whether a processis ready to enter.

do {
flag[i] = true; /* 1 amready to enter */
turn = j; /* but let the other go first */
while (flag[j] &% turn == j)
; [* busy wait */
/* critical section */
flag[i] = fal se; /* | have left the CS */
/* remai nder section */
} while (true);

*  Mutual exclusion: Pi entersonly if flag[j] isfalse or turn equalsi. Since turn can hold only one value
at atime, both processes cannot be in the critical section together.

*  Progressand bounded waiting: Pi can be stopped only while flag[j] istrue and turn equalsj. Once Pj
leavesit setsflag[j] to false, and even if Pj triesagain it setsturnto i, so Pi enters after at most one
entry by Fj.

« Limitation: worksfor only two processes and may fail on modern processors that reorder instructions.
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Hardware support for synchronization

Disabling interrupts. works on a single-processor system but isinefficient and not scalable on

multi processors.

Atomicinstructions: test_and_set() and compare_and_swap() execute as one uninterruptible unit and
can be used to build locks.

Mutex locks. aprocess cals acquire() before the critical section and release() after it. A simple
implementation uses busy waiting, so the lock is called a spinlock.

3.4.3 Semaphores

A semaphore Sis an integer variable that, apart from initialization, is accessed only through two atomic
operations. wait() (originally called P, from the Dutch proberen, to test) and signal() (originaly V,
verhogen, to increment). It was proposed by E. W. Dijkstra. When one process modifies the semaphore
value, no other process can simultaneously modify the same value.

wait(S) { signal (S) {
while (S <= 0) St+;
; /* busy wait */ }
S-;
}
Type Description Typical use
Counting semaphore | Value ranges over an unrestricted integer Controls access to aresource with a
domain. finite number of instances (e.g. 5
printers).
Binary semaphore Value can be only 0 or 1. Behaveslikeamutex | Mutual exclusion on acritical
lock. section.

Table 3.12: Types of semaphores

Usage of semaphores

Mutual exclusion: initialize mutex = 1. Each process executes wait(mutex); critical section;

signal (mutex).

Ordering of statements: to ensure statement S1 of P1 executes before S2 of P2, initialize a semaphore
synch = 0. P1 executes S1 then signal (synch); P2 executes wait(synch) then S2.

Resour ce counting: initialize the counting semaphore to the number of resource instances. wait()
acquires an instance and signal () releasesit.

Implementation without busy waiting

The definition above wastes CPU cycles in the while loop (busy waiting). To overcome this, each
semaphore has an associated waiting queue. A process that must wait is blocked (moved to the waiting
state) and placed in the queue; a signal () removes a process from the queue and wakes it up (movesit to the
ready state).
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typedef struct {

int val ue;

struct process *list; /* queue of waiting processes */
} senmmphore;

wai t (semaphore *S) { si gnal (semaphore *S) {
S->val ue--; S->val uet+;
if (S->value < 0) { if (S->value <= 0) {
add this process to S->list; renmove a process P fromS->list;
bl ock(); wakeup(P);
} }
} }

n this implementation a negative semaphor e value indicates the number of processes waiting on it.

Problems with semaphores

Deadlock: two or more processes wait indefinitely for an event that only one of the waiting processes can
cause (for example PO does wait(S) then wait(Q) while P1 does wait(Q) then wait(S)). Starvation: a
process waits indefinitely in the semaphore queue (for example if the queue is served in LIFO order).
Priority inversion: a high-priority process waits for alock held by a low-priority process. Incorrect use,
such as signal(mutex) before wait(mutex), violates mutual exclusion.

3.4.4 Classical Problems of Synchronization

The following problems are used to test every new synchronization scheme.

(a) The Bounded-Buffer (Producer-Consumer) Problem

A pooal of n buffers, each holding one item, is shared by a producer and a consumer. Three semaphores are
used: mutex = 1 (mutual exclusion on buffer access), empty = n (number of empty buffers) and full = 0
(number of full buffers).

/* Producer */

do {
/* produce an itemin next_produced */
wai t (enpty);
wai t (nmut ex) ;
/* add next_produced to the buffer */
si gnal (rmut ex) ;
signal (full);

} while (true);

/* Consumner */
do {
wait(full);
wai t (mut ex) ;
/* remove an itemfrombuffer into next_consumed */
si gnal (nmut ex) ;
signal (enpty);
/* consurme the itemin next_consunmed */
} while (true);

The producer waits when no buffer is empty; the consumer waits when no buffer is full. The symmetry
between the two is evident: the producer produces full buffers for the consumer and the consumer produces
empty buffers for the producer.
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(b) The Readers-Writers Problem

A database is shared among several concurrent processes. Readers only read the data; writers both read
and write. Two readers can access the data at the same time without harm, but if a writer and any other
process (reader or writer) access it simultaneously, chaos may result. Writers must therefore have exclusive
access. In thefirst reader s-writers problem no reader is kept waiting unless a writer has already obtained
permission to use the database. Shared data: semaphores rw_mutex = 1 and mutex = 1, and integer
read_count = 0.

/* Witer */

do {
wai t (rw_nut ex) ;
/* witing is perfornmed */
si gnal (rw_nut ex) ;

} while (true);

/* Reader */
do {
wai t (mut ex) ;
read_count ++;
if (read_count == 1)
wai t (rw_nut ex) ; /* first reader locks witers out */
si gnal (rut ex) ;
/* reading is performed */
wai t (mut ex) ;

read_count - -;
if (read_count == 0)
si gnal (rw_nut ex) ; /* last reader lets witers in */

si gnal (nut ex) ;
} while (true);

Drawback: writers may starve because continuous arrival of readers keeps the database busy. The second
readers-writers problem gives priority to writers, which can in turn starve readers.

(c) The Dining-Philosophers Problem

Five philosophers spend their lives thinking and eating. They sit around a circular table with a bowl of rice
in the centre and five chopsticks, one between each pair of neighbours. A hungry philosopher needs both
the left and the right chopstick to eat, picks up one at a time, and releases both after eating. The problem
represents the allocation of several resources among several processes without deadlock and starvation.
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P = philosopher

C = chopstick
Philosopher Pi uses Ci

‘ ‘ and C(i+1) mod 5

Rice / table

C1 C3

C2

Fig. 3.8: The dining-philosophers problem

Each chopstick is a semaphore: semaphore chopstick[ 5], all initialized to 1.

do {
wai t (chopstick[i]); /* pick up left chopstick */
wait (chopstick[(i + 1) %5]); /* pick up right chopstick */
/* eat */
si gnal (chopstick[i]); /* put down left */
signal (chopstick[(i + 1) %5]); /* put down right */
/* think */
} while (true);

This guarantees that no two neighbours eat together, but it can create a deadlock: if all five philosophers
become hungry at once and each picks up the left chopstick, every one waits forever for the right one.
Possible remedies:

* Allow at most four philosophersto sit at the table at the same time.

* Allow aphilosopher to pick up chopsticks only if both are available (pick them inside acritical
section).

*  Usean asymmetric solution: an odd-numbered philosopher picks up the left chopstick first and then
the right, while an even-numbered philosopher picks up the right first and then the left.

Problem Semaphores / variables used Main issue illustrated
Bounded buffer mutex = 1, empty = n, full =0 Cooperation between producers and
consumers on afinite buffer
Readers-writers rw_mutex = 1, mutex = 1, Shared reading, exclusive writing; starvation
read_count
Dining philosophers chopstick[5], each=1 Deadlock and starvation in resource
alocation

Table 3.13: Summary of classical synchronization problems
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3.5 Threads: Benefits, User and Kernel Threads

3.5.1 Thread Concept

A thread is a basic unit of CPU utilization. It is often called a lightweight process. A thread comprises a
thread 1D, a program counter, aregister set and a stack. It shares with other threads belonging to the
same process its code section, data section and other operating-system resources such as open files and
signals. A traditional (heavyweight) process has a single thread of control. If a process has multiple threads
of control, it can perform more than one task at atime.

Single-threaded process

code

data

files

Multithreaded process

shared by all threads

registers

stack

thread

code data files
shared by all threads
registers registers registers
stack stack stack
thread thread thread

Fig. 3.9: Single-threaded and multithreaded processes

Most modern applications are multithreaded. A web browser may have one thread displaying images or text
while another thread retrieves data from the network. A word processor may have one thread for display,
another for keystrokes and a third for spelling and grammar checking in the background. A web server

creates a separate thread to service each client request instead of creating anew process for each one.

Basis Process Thread

Definition Program in execution; heavyweight. Unit of execution within a process,
lightweight.

Memory Has its own separate address space. Shares the address space of its process.

Creation/ Slow and costly. Fast and cheap.

termination

Context switch

Slow (memory maps must be switched).

Fast (only registers, PC and stack).

Communication

Needs | PC mechanisms (pipes, messages,
shared memory).

Direct, through shared data and variables.

|solation

Independent; failure of one rarely affects
others.

A faulty thread can crash the whole
process.

Own resources

Own code, data, files, registers, stack.

Own registers, program counter and stack
only.

Table 3.14: Process versus thread
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3.5.2 Benefits of Multithreading

Benefit Explanation

Responsiveness A program can continue running even if part of it is blocked or performing a lengthy
operation, which increases responsiveness to the user (for example the user interface
stays active while afile loads).

Resource sharing Threads share the memory and resources of their process by default, so no special IPC
techniques are required. An application can have several threads of activity in the same
address space.

Economy Creating and context-switching threads is much cheaper than for processes because

memory and resources need not be allocated separately. (In Solaris, creating a process
is about thirty times slower than creating a thread.)

Scalability Threads of one process can run in parallel on different processors of a multiprocessor
or multicore architecture, whereas a single-threaded process can run on only one CPU.

Table 3.15: Benefits of multithreaded programming

Concurrency versus parallelism. A concurrent system supports more than one task by allowing all of
them to make progress (on a single core the CPU rapidly interleaves them). A paralel system can perform
more than one task simultaneously and therefore needs multiple cores. Thus it is possible to have
concurrency without parallelism.

3.5.3 User Threads and Kernel Threads

Support for threads may be provided either at the user level (user threads) or by the kernel (kernel
threads).

User threads are supported above the kernel and are managed without kernel support, by a thread library
in user space. The library provides support for thread creation, scheduling and management. Since the
kernel is unaware of them, it treats the whole process as a single-threaded entity. Examples: POSIX
Pthreads (user-level implementations), Java threads on early JVMs (green threads), GNU Portable Threads.

Kernd threads are supported directly by the operating system. The kernel performs thread creation,
scheduling and management in kernel space. Examples: Windows, Linux, Solaris, Tru64 UNIX, macOS.
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Basis User-level threads Kernel-level threads
Managed by User-space thread library. Operating-system kernel.
Kernel awareness Kernel does not know about them; sees Kernel knows and schedul es each thread.
one process.
Creation and Fast; no system call needed. Slower; a system call is needed.
management
Context switch Very fast; no kernel mode switch. Slower; reguires kernel mode switch.
Blocking system call | Blocksthe entire process. Only the calling thread blocks; others can
run.
Multiprocessor use Cannot run threads of one process on Can run different threads on different
multiple CPUs in parallel. CPUsin parallél.
Portability Runs on any OS (even one without thread | OS specific.
support).
Overhead Low Higher (kernel data structures for every
thread).

Table 3.16: User threads versus kernel threads

Advantages of user threads: very fast creation and switching; can be implemented on an OS that does not
support threads; the thread library can use its own scheduling algorithm. Disadvantages. a blocking system
call by one thread blocks all threads of the process; no true parallelism on multiprocessors.

Advantages of kernel threads. true parallelism; when a thread blocks, the kernel can schedule another
thread of the same application. Disadvantages: slower to create and manage; each thread consumes kernel
resources.

3.5.4 Thread Libraries

A thread library provides the programmer with an API for creating and managing threads. The three main
libraries are POSIX Pthreads (user-level or kernel-level, for UNIX/Linux/macOS), Windows threads
(kernel-level) and Java threads (implemented using the thread library of the host OS). The Pthreads
program below creates a thread that computes the sum of the first N integers.
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#i ncl ude <pt hread. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

int sum /* shared by all threads */
void *runner(void *param; /* thread function */

int nmain(int argc, char *argv[])

{
pthread_t tid; /* thread identifier */
pthread_attr_t attr; /* thread attributes */
pthread_attr_init(&attr); /* default attributes */
pthread_create(&id, &ttr, runner, argv[1]); /* create the thread */
pthread_join(tid, NULL); /* wait for it */
printf("sum= %\ n", sun;
}
void *runner(void *param
{
int i, upper = atoi(paran;
sum = 0;
for (i =1; i <= upper; i++)
sum += i;
pthread_exit(0);
}

3.6 Multithreading Models

A relationship must exist between user threads and kernel threads. Three common ways of establishing this
relationship are the many-to-one, one-to-one and many-to-many models.

(a) Many-to-One (b) One-to-One (c) Many-to-Many
Ul u2 u3 U4 Ul u2 u3 Ul u2 u3 U4
K1 K1 K2 K3 K1 K2 K3
one kernel thread one kernel thread per user thread m user threads multiplexed onto n kernel threads
U = user-level thread K = kernel thread

Fig. 3.10: Multithreading models

3.6.1 Many-to-One Model

The many-to-one model maps many user -level threadsto one kernel thread. Thread management is done
by the thread library in user space, so it is efficient.

* Advantages: efficient thread management; low overhead; needs no kernel support for threads.

+ Disadvantages: the entire process blocksif one thread makes a blocking system call; because only one
thread can access the kernel at atime, multiple threads cannot run in parallel on multiprocessors.
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*  Examples. Solaris Green Threads, GNU Portable Threads. Very few systems use this model today.

3.6.2 One-to-One Model

The one-to-one model maps each user thread to a kernel thread. Creating a user thread requires creating

the corresponding kernel thread.

* Advantages. more concurrency than many-to-one because another thread can run when one makes a
blocking system call; allows multiple threadsto runin parallel on multiprocessors.

* Disadvantages: creating a user thread requires creating a kernel thread, and this over head can burden
the performance of an application; most implementations therefore restrict the number of threads.

*  Examples: Linux, Windows (NT/2000/XP and later), Solaris 9 and later.

3.6.3 Many-to-Many Model

The many-to-many model multiplexes many user-level threadsto a smaller or equal number of kernel
threads. The number of kernel threads may be specific to either a particular application or a particular
machine (an application may be allocated more kernel threads on a multiprocessor than on a uniprocessor).

* Advantages: developers can create as many user threads as necessary; the corresponding kernel

Two-level model. A popular variation of many-to-many that still multiplexes many user threads onto a
smaller or equal number of kernel threads but also allows a user thread to be bound to a kernel thread. It

threads can run in parallel on a multiprocessor; when athread performs a blocking system call, the
kernel can schedule another thread for execution.

Disadvantages:. difficult to implement; the kernel and the library must coordinate.
Examples: Solarisprior toversion 9, IRIX, HP-UX, Tru64 UNIX.

is supported by operating systems such as IRIX, HP-UX and Tru64 UNIX.

Feature Many-to-One One-to-One Many-to-Many

Mapping Many user to 1 kernel 1userto1kernel thread | m user to n kernel threads
thread (m>=n)

Concurrency Low High Medium to high

True parallelism on No Yes Yes

multi processor

Blocking system call

Blocks the whole process

Blocks only that thread

Blocks only that thread
(kernel schedules another)

Thread creation Low High Medium
overhead

Limit on number of None practical Limited by kernel None practical
threads resources

Implementation Simple Simple Complex

Examples

Green threads, GNU
Portable Threads

Linux, Windows

Older Solaris, IRIX, HP-UX

Table 3.17: Comparison of multithreading models
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Quick Revision Summary

A processisaprogram in execution; its parts are text, data, heap and stack.

Process states: new, ready, running, waiting, terminated. The PCB stores the state, PID, PC,
registers, memory, scheduling, accounting and I/O information.

Queues: job queue, ready queue, device queues. Schedulers: long-term (admits jobs), short-term
(selects CPU process), medium-term (swaps).

Context switch = save state of old processin its PCB + load state of new process; it is pure overhead.

fork() creates achild (returns 0 in the child); exec() loads a new program; wait() makes the parent wait;
exit() terminates. Zombie: terminated but not reaped; orphan: parent died.

IPC models: shared memory (fast) and message passing (easy, kernel mediated).
Critical-section solution needs mutual exclusion, progr ess, bounded waiting.
Semaphor e: integer with atomic wait() (P) and signal() (V); binary and counting types.
Classical problems: bounded buffer, reader s-writers, dining philosophers.

A thread hasits own PC, registers and stack, and shares code, data and files. Benefits: responsiveness,
resource sharing, economy, scalability.

Models. many-to-one (blocking blocks all), one-to-one (parallel but costly), many-to-many (flexible
but complex).
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Multiple Choice Questions (15)

Choose the correct option. The answer key is given after the questions.

Q1. Which of thefollowing isnot a valid state of a process?

(a) Ready (b) Running
(c) Compiling (d) Waiting
Q2. Which of thefollowing isnot stored in the Process Control Block?
(a) Program counter (b) Process state
(c) List of open files (d) Source-code listing of the program

Q3. Thescheduler that controlsthe degree of multiprogrammingisthe

(a) Short-term scheduler (b) Long-term scheduler
(c) Dispatcher (d) 1/O scheduler
Q4. Thetimetaken by the dispatcher to stop one process and start another is called
(@) Turnaround time (b) Responsetime
(c) Dispatch latency (d) Waiting time
Q5. Which statement about a context switch is correct?
(@) It is useful work done by the CPU (b) It is pure overhead
(c) It never saves the PCB (d) It occurs only when a process terminates

Q6. In UNIX, thevaluereturned by fork() to the child processis

(@) The pid of the parent (b) The pid of the child
(©0 (d) -1
Q7. A processthat hasterminated but whose entry still existsin the processtableisa
(@) Orphan process (b) Zombie process
(c) Daemon process (d) Swapped process
Q8. Which IPC mechanism isgenerally the fastest?
(a) Message passing (b) Pipes
(c) Shared memory (d) Sockets
Q9. Which of thefollowing isnot a requirement of a solution to the critical-section problem?
(a) Mutual exclusion (b) Progress
(c) Bounded waiting (d) Preemption
Q10. The wait(S) operation on a semaphore
(@) Increments S (b) Decrements S (blocks the caller if no resource
isavailable)
(c) Sets Sto zero (d) Deletes the semaphore
Q11. A binary semaphor e can take the values
(@0and1 (b) Any positive integer
(c)-1and 1 (d) Any integer
Q12. In the dining-philosopher s problem, deadlock can occur if
(@) Only one philosopher is hungry (b) All philosophers pick up their left chopstick at
the sametime

(c) Philosophers pick up both chopstickstogether  (d) There are six chopsticks
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Q13. Which of the following is not shared among the threads of the same process?

(a) Code section (b) Data section
(c) Openfiles (d) Stack
Q14. In which multithreading model does a blocking system call by one thread block the entire process?
(@) One-to-one (b) Many-to-one
(c) Many-to-many (d) Two-level

Q15. Which multithreading model givestrue parallelism but requiresa kernel thread for every user
thread?

(a) Many-to-one (b) One-to-one
(c) Many-to-many (d) None of these

Answer Key for MCQs

Q. No. | Answer | Explanation

1 (© Compiling is not a process state; the five states are new, ready, running, waiting,
terminated.

2 (d) The PCB holds control information only, not the program source code.

3 (b) The long-term (job) scheduler decides how many processes are admitted into memory.

4 (©) Dispatch latency is the time the dispatcher needs to switch processes.

5 (b) The system does no useful work during a switch; it is overhead.

6 (© fork() returns 0 to the child and the child's pid to the parent.

7 (b) A zombie has terminated but has not yet been reaped by wait().

8 (©) Shared memory avoids kernel involvement after setup, so it is fastest.

9 (d) The three requirements are mutual exclusion, progress and bounded waiting.

10 (b) wait() decrements the semaphore and blocks if the value becomes unavailable.

11 @ A binary semaphore (mutex) takes only the values 0 and 1.

12 (b) If each philosopher holds the left chopstick, all wait for the right: circular wait.

13 (d) Each thread has its own stack, registers and program counter.

14 (b) Many user threads map to one kernel thread, so ablocking call blocks al.

15 (b) One-to-one gives parallelism but creating a thread creates a kernel thread.
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Long-Answer (Broad) Questions (10)

Write detailed answers with neat diagrams wherever applicable.

Q1. Define a process. Differentiate between a program and a process. Explain the different states of a
process with a neat state transition diagram.

Q2. What is a Process Control Block (PCB)? Draw its structure and explain each field in detail.

Q3. Explain scheduling queues with the help of a queueing diagram. Describe the long-term, short-term and
medium-term schedulers and compare them.

Q4. What is a context switch? Explain the steps involved with adiagram. Why is context-switch time
considered an overhead? Also explain the role of the dispatcher.

Q5. Explain process creation and process termination in UNIX using fork(), exec(), wait() and exit(). Write
a C program to illustrate. What are zombie and orphan processes?

Q6. Explain the two models of inter-process communication, shared memory and message passing, with
diagrams. Compare them. Describe the design issues of message passing.

Q7. What is arace condition? Explain the critical-section problem and the three requirements for its
solution. Explain Peterson's solution and prove that it satisfies these requirements.

Q8. What is a semaphore? Explain the wait() and signal() operations and the types of semaphores. Give a
solution to the bounded-buffer, readers-writers and dining-philosophers problems using semaphores.

Q9. What is athread? List the benefits of multithreading. Differentiate between a process and a thread, and
between user-level threads and kernel-level threads.

Q10. Explain the multithreading models (many-to-one, one-to-one and many-to-many) with neat diagrams,
listing the advantages, disadvantages and examples of each.

- End of Chapter 3: Process M anagement -
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